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CLOCK SYNCHRONIZATION AND
CENTRALIZED GUARD TIME
PROVISIONING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of the filing date of U.S.
Provisional Patent Application No. 61/542.418 for “Clock
Drift and Guard Time in Communication Systems,” which
was filed Oct. 3, 2011, the disclosure of which is hereby
incorporated by reference herein in its entirety.

BACKGROUND

Time synchronization is important in wireless sensor net-
works constituted by multiple interconnected devices, such as
a hub or controller node communicating with a plurality of
nodes. Each hub or node has its own notion of time based on
a local clock. The nodes occasionally synchronize with their
respective hub or controller node. Additionally, a hub or con-
troller node may occasionally synchronize to a global and/or
coordinated universal time (UTC). However, each hub or
node’s local clock may run faster or slower than the other
device’s clock and/or a reference time. Because the hub and
nodes refer to their local clock to determine when to transmit,
receive, or otherwise act, the devices must compensate for
drift errors in local clocks to prevent or reduce overlapping
transmissions among the devices.

SUMMARY

In embodiments of the invention, a first device is adapted to
communicate with a second device. A clock in the first device
is synchronized to a clock in the second device using beacon
or/and acknowledgement frames received from the second
device. A nominal guard time is computed that accounts for
the maximum clock drift in the first and second devices dur-
ing a nominal synchronization interval. An additional guard
time is computed that accounts for the maximum clock drift in
the first and second devices during an additional interval
beyond the nominal synchronization interval. An available
transmission interval is determined within an allocation inter-
val for transmissions between the devices, wherein the begin-
ning and/or the end of the available transmission interval are
selected by accounting for the nominal guard time or the
additional guard time or both. One or more frames are trans-
mitted between the devices and within the available transmis-
sion interval.

In another embodiment, a first device is adapted to com-
municate with a second device. A clock in the first device is
synchronized to a clock in the second device using beacon
or/and acknowledgement frames received from the second
device. A centralized guard time is calculated by the second
device between two neighboring allocation intervals. The
centralized guard time accounting for the maximum clock
drift in the first and second devices during a nominal synchro-
nization interval. An interval at least as long as the centralized
guard time is provisioned by the second device between two
neighboring allocation intervals. One or more frames are
transmitted between the devices within the allocation inter-
vals.

The distributed method requires nodes to compute and set
aside the guard times. The centralized method relies on the
hub to do those jobs. Thus, the latter simplifies the node
design at the cost of increased hub complexity.

15

30

40

45

50

55

2
BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described the invention in general terms, ref-
erence will now be made to the accompanying drawings,
wherein:

FIGS. 1A-C illustrate clock drifts and guard times for the
case of a hub and nodes operating with the same clock accu-
racy where the hub clock is slow.

FIGS. 2A-C illustrate clock drifts and guard times for the
case of a hub and nodes operating with the same clock accu-
racy where the hub clock is fast.

FIG. 3 illustrates distributed provisioning of guard times
for frame transmissions for a nominal guard time.

FIG. 4 illustrates distributed provisioning of guard times
for frame transmissions for a nominal guard time and an
additional guard time.

FIG. 5A illustrates a beacon or allocation interval of a hub
followed by a beacon or allocation interval of the hub.

FIG. 5B illustrates a beacon or allocation interval of a hub
followed by an allocation interval of a node.

FIG. 5Cillustrates an allocation interval of a node followed
by a beacon or allocation interval of a hub.

FIG. 5D illustrates an allocation interval of a first node
(N1) followed by an allocation interval of a second node (N2)
where the first node was synchronized to a hub before the
second node.

FIG. 5E illustrates an allocation interval of the first node
(N1) followed by an allocation interval of the second node
(N2) where the second node was synchronized to a hub before
the first node.

FIG. 6 illustrates centralized provisioning of guard times
for frame transmissions.

FIG. 7 illustrates a format of a frame payload format for a
Connection Request frame according to one embodiment.

FIG. 8 illustrates a format of a Max Sync Interval/Clock
PPM field according to one embodiment.

FIG. 9 illustrates a format of a MAC Capability field
according to one embodiment.

FIG. 10 is a block diagram illustrating a network topology
employing embodiments of the invention.

FIG. 11 is ablock diagram of an exemplary embodiment of
a device implementing embodiments of the invention.

DETAILED DESCRIPTION

The invention now will be described more fully hereinafter
with reference to the accompanying drawings. This invention
may, however, be embodied in many different forms and
should not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided so that
this disclosure will be thorough and complete, and will fully
convey the scope of the invention to those skilled in the art.
One skilled in the art may be able to use the various embodi-
ments of the invention.

Embodiments of the invention relate to clock synchroniza-
tion and guard time provisioning.

A node or a hub maintains a MAC clock with a minimum
resolution of mClockResolution and with a minimum accu-
racy of mHubClockPPMLimit to time its frame transmission
and reception, except that a node may use a MAC clock with
a PPM higher than mHubClockPPMLimit subject to certain
restrictions as stated below. The node or the hub times its
transmission and reception in any of their allocation intervals
according to its local clock.

The node may request the hub to include a timestamp in an
acknowledgment frame, such as an I-Ack, B-Ack, [-Ack+
Poll, or B-Ack+Poll frame, for example, by setting to one an
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Ack Timing field of a management or data type frame being
sent with an Ack Policy field of the MAC header set to [-Ack
or B-Ack. The timestamp encodes a start time of the acknowl-
edgment frame transmission based on the hub’s clock. The
hub includes such a timestamp in the acknowledgment frame
if and only if requested by the node.

The node synchronizes to the hub through beacons, T-Poll
frames, acknowledgment frames containing a timestamp, or
first frames (on-time frames) in scheduled allocation intervals
received from the hub. In particular, the node advances or
delays its clock by a total amount as shown in the following
equations, respectively:

D=TT,,if Te>T, Eq. (1)

D=T,-Tgif Te<T; Eq. (2)

where T is the time when such a frame started to be trans-
mitted on the transport medium (i.e., air), and T is the time
when the frame started to be received according to the local
clock.

A node may rely on itself or a hub to track and set aside
appropriate guard times in its allocation intervals.

A hub shall be ready to accommodate either choice,
referred to as distributed or centralized guard time provision-
ing, respectively, as indicated in the node’s last transmitted
MAC Capability field.

Distributed Guard Time Provisioning.

For distributed guard time provisioning, a node and a hub
include appropriate guard times in the scheduled allocation
intervals that they requested or assigned, respectively. The
hub also includes appropriate guard times in the polled allo-
cation intervals that are granted to the node.

Distributed Guard Time Computation.

If the node and the hub have the same clock accuracy, the
node and the hub compute a nominal guard time (GT,)) to
compensate for their respective maximum clock drifts over an
interval, which is not longer than a nominal synchronization
interval (SI,,). The clock accuracy of the hub in terms of PPM
is designated herein as HubClockPPM. Equations (3)-(6)
may be used to calculate the nominal guard time (GT,,):

GT,=GT+2xD, Eq. (3)
GTy=pSIFS+pExtralFS+mClockResolution Eq. 4)
D, =SI,xHubClockPPM Eq. (5)
SI,=mNominalSynchInterval Eq. (6)

The parameter GT, comprises the receive-to-transmit or
transmit-to-receive turnaround time (pSIFS), the synchroni-
zation error tolerance (pExtralFS), and the timing uncertainty
(mClockResolution), which are all fixed values that are inde-
pendent of clock drifts.

The parameter D, represents the maximum clock drift of
the node or the hub relative to an ideal or nominal clock over
the synchronization interval, SI,. The SI,, parameter delimits
a nominal synchronization interval over which the clock
drifts of the node and the hub are accounted for in the nominal
guard time GT,,.

The node further computes an additional guard time (GT,)
to compensate for additional clock drifts of itself and the hub
over an interval SI, beyond SI,. GT, can be calculated as
shown in Equation (7).

GT,=2xD, Eq. (7)
where,
D, =SI,xHubClockPPM Eq. (8)
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The parameter SI, denotes the length of the time interval
that has accrued in addition to SI,, since the node’s last syn-
chronization with the hub. The corresponding additional
clock drift D, is a function of SI, and accounts for the required
additional guard time GT,. The values of D, and SI, are
specific to the node and time of concern.

A node may time its frame transmission and reception with
a clock accuracy, NodeClockPPM, that is larger than the
hub’s clock accuracy, HubClockPPM, provided the node
reduces its nominal synchronization interval to SI, as shown
in Equation (9).

SI,xNodeClockPPM=mNominalSynchIntervalx Hub-

ClockPPM Eq. (9)

If the time interval length (SI) since the node’s last syn-
chronization with the hub exceeds the reduced SI,, by SI ,—
that is, if SI=SI, +SI,—then, the node calculates the required
additional guard time GT, as shown in Equation (10):

GT _=SI xNodeClockPPM-+min[0,(SI—mNominal-
SynchInterval)xHubClockPPM]

FIGS. 1A-C and 2A-C illustrate clock drifts and guard
times for the case of a hub and nodes operating with the same
clock accuracy. A slow hub is illustrated in FIGS. 1A-C. A fast
hub is illustrated in FIGS. 2A-C.

The following legend applies to the figures.

Nf=fast node

Ns=slow node

H=hub

tm ~position of ideal or nominal clock when the hub’s

local clock is at tm, where m=1, 2, 3, or 4
tm=position of ideal or nominal clock when the fastnode’s
local clock is at tm

tm =position of ideal or nominal clock when the slow

node’s local clock is at tm

SI,,=nominal synchronization interval

GT,=nominal guard time

D, =maximum clock drift over SI, relative to ideal clock

SI,,=additional synchronization interval

GT =additional guard time

D,=maximum clock drift over SI, relative to ideal clock

allocation interval of H=allocation interval in which H

controls the timing for frame transactions

allocation interval of N=allocation interval in which N

controls the timing for frame transactions.

FIG. 3 illustrates the distributed provisioning of guard
times for frame transmissions for a nominal guard time.

FIG. 4 illustrates the distributed provisioning of guard
times for frame transmissions for a nominal guard time and an
additional guard time.

Distributed Guard Time Compensation.

With reference to FIGS. 1A-C, 2A-C, 3, and 4, and with
GT,, given in Equation (3), GT, in Equation (4), SL, in Equa-
tion (6) or Equation (9) as appropriate, and GT, in Equation
(10), the node and the hub account for clock drifts and guard
times in their frame transmission and reception as follows.

The hub commences its beacon transmission at the nomi-
nal start of the beacon.

The hub commences its transmission in the node’s next
scheduled downlink or bilink allocation interval at the nomi-
nal start of the interval and ends its transmission in the interval
early enough such that the last transmission in the interval
completes atleast GT,, prior to the nominal end of the interval.

The hub commences its transmission of the node’s next
future poll or post at the nominal start of the poll or post.

Eq. (10)
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The hub commences its reception in the node’s next sched-
uled uplink allocation interval up to GT, -GT, earlier than the
nominal start of the interval to account for pertinent clock
drifts.

If the node’s last synchronization to the hub was less than
SI, ago at the nominal end of its next scheduled uplink or
polled allocation interval, the node commences its transmis-
sion in the interval at the nominal start of the interval, and the
node ends its transmission in the interval early enough such
that the last transmission in the interval completes at least
GT,, prior to the nominal end of the interval.

If the node’s last synchronization to the hub was less than
SI,, ago at the nominal start of the next beacon transmission,
the node commences its reception of the beacon up to GT, -
GT, earlier than the nominal start of the beacon to account for
pertinent clock drifts.

If the node’s last synchronization to the hub was less than
SI,, ago at the nominal start of its next future poll or post, the
node commences its reception of the poll or post up to GT,,~
GT, earlier than the nominal start of the poll or post to account
for pertinent clock drifts.

If the node’s last synchronization to the hub was less than
SI, ago at the nominal start of its next scheduled downlink or
bilink allocation interval, the node commences its reception
in the interval up to GT,~GT, earlier than the nominal start of
the interval to account for pertinent clock drifts. The node
may commence its reception up to GT,-GT, later than the
start of the interval based on its estimate of the relative clock
drift with respect to the hub since its last synchronization with
the hub.

If the node’s last synchronization to the hub was SL +SI,
ago at the nominal end of its next scheduled uplink allocation
interval, the node commences its transmission in the interval
GT,, later than the nominal start of the interval, and ends its
transmission in the interval early enough such that the last
transmission in the interval completes at least GT, +GT, prior
to the nominal end of the interval.

If the node’s last synchronization to the hub was SL +SI,
ago at the nominal end of its next polled allocation interval,
the node commences its transmission in the interval at the
nominal start of the interval, and ends its transmission in the
interval early enough such that the last transmission in the
interval completes at least GT,,+GT , prior to the nominal end
of the interval.

If the node’s last synchronization to the hub was less than
SL,+SI, ago at the nominal start of the next beacon transmis-
sion, the node commences its reception of the beacon up to
GT,+GT,-GT, earlier than the nominal start of the beacon to
account for pertinent clock drifts.

If the node’s last synchronization to the hub was less than
SL,+SI, ago at the nominal start of its next future poll or post,
the node commences its reception of the poll or post up to
GT,+GT,-GT, earlier than the nominal start of the poll or
post to account for pertinent clock drifts.

If the node’s last synchronization to the hub was SL +SI,
ago at the nominal start of its next scheduled downlink or
bilink allocation interval, the node commences its reception
in the interval up to GT,+GT,-GT, earlier than the nominal
start of the interval to account for pertinent clock drifts. The
node may commence its reception up to GT,+GT,-GT later
than the start of the interval based on its estimate of the
relative clock drift with respect to the hub since its last syn-
chronization with the hub.

Distributed Guard Time Allocation.

The node and the hub include a nominal guard time GT,, as
given in Equation (3) and, if applicable, twice an additional
guard time GT, as given in Equation (10) in each of the
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scheduled allocation intervals they request or assign. The hub
also includes the nominal guard time GTn in each of the
polled allocation intervals granted to the node.

Clock Synchronization for Distributed Guard Time Provi-
sioning.

The node synchronizes with the hub at least once within the
nominal synchronization interval SI,, given in Equation (6) or
Equation (9) as appropriate, if only the nominal guard time
GT,, as given in Equation (3) is accounted for per distributed
guard time allocation. The node synchronizes with the hub at
least once within the nominal synchronization interval SI,
given in Equation (6) or Equation (9) as appropriate, plus the
additional synchronization interval SI, given in Equation (9),
if both the nominal guard time GT,, as given in Equation (3)
and the additional guard time GT, as given in Equation (10)
are accounted for per distributed guard time allocation.

Centralized Guard Time Provisioning.

For centralized guard time provisioning, the node does not
include clock drifts or guard times in the scheduled allocation
intervals it requests, but the hub includes appropriate clock
drifts in the downlink or bilink scheduled allocation intervals
it assigns to the node. The hub also provisions an appropriate
guard time between two neighboring allocation intervals one
or both of which are assigned to the node requiring central-
ized guard time provisioning.

Centralized Guard Time Computation.

An illustration of clock drifts and guard times for the case
of'neighboring allocation intervals—with a beacon treated as
an allocation interval—not including guard times is given in
FIGS. 5A-E, with the following legend (PPM denotes parts-
per-million).

H=hub

N=node

Nl=node 1

N2=node 2

P,~PPM of H’s clock

P,=PPM of N’s clock

P,,=PPM of N1’s clock

P,»=PPM of N2’s clock

SI,~maximum synchronization interval of N

S, =maximum synchronization interval of N1

SI,,=maximum synchronization interval of N2

D, ~=clock drift of H relative to ideal clock

D,~clock drift of N relative to ideal clock

D,,,=clock drift of N1 relative to ideal clock

D,,=clock drift of N2 relative to ideal clock

GT =centralized guard time

allocation interval of H=allocation interval in which H

controls the timing for frame transactions

allocation interval of N=allocation interval in which N

controls the timing for frame transactions.

FIGS. 5A-E provide an analysis of clock drifts and guard
times for centralized provisioning. FIG. 5A illustrates a bea-
con or allocation interval of a hub followed by a beacon or
allocation interval of the hub. FIG. 5B illustrates a beacon or
allocation interval of a hub followed by an allocation interval
of'anode. FIG. 5C illustrates an allocation interval of a node
followed by a beacon or allocation interval of a hub. FIG. 5D
illustrates an allocation interval of a first node (N1) followed
by an allocation interval of a second node (N2) where the first
node was synchronized to the hub before the second node.
FIG. 5E illustrates an allocation interval of the first node (N1)
followed by an allocation interval of the second node (N2)
where the second node was synchronized to the hub before
the first node.

As shown in FIGS. 5A-E, the hub computes a centralized
guard time (GT,) between two neighboring allocation inter-
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vals, neither of which includes a guard time, to compensate
for pertinent clock drifts as described below. A beacon is
treated as an allocation interval.

InFIG.5A, each of the allocation intervals is a beacon or an
allocation interval in which the hub controls the timing for
frame transactions. The centralized guard time is calculated
as shown in Equation (11):

GT=GT, Eq. (11)

In FIGS. 5B and 5C, one of the two allocation intervals is
a beacon or an allocation interval in which the hub controls
the timing for frame transactions, and the other is an alloca-
tion interval in which the node controls the timing for frame
transactions. Given the node’s maximum synchronization
interval SI,; and its clock accuracy P,; in terms of PPM, and
the hub’s clock accuracy P, in terms of PPM, the centralized
guard time is calculated as shown in Equation (12):

GT =GTg+SIyx(Py+Py)

In FIGS. 5D and 5E, one of the two allocation intervals is
an allocation interval in which a first node (N1) controls the
timing for frame transactions, and in the other allocation
interval a second node (N2) controls the timing for frame
transactions. Given the first node’s maximum synchroniza-
tion interval SI,,, and its clock accuracy P, interms of PPM,
the second node’s maximum synchronization interval SI,,
and its clock accuracy P,, in terms of PPM, and the hub’s
clock accuracy P in terms of PPM, with the second node also
requiring centralized guard time provisioning, the centralized
guard time is calculated as shown in Equation (13):

Eq. (12)

GT =GT g+ Py xS Ly  +Ppox STyt PHx STy, — STy | Eq. (13)

The parameter GT, is a fixed value independent of clock
drifts as given in Equation (4).

In FIG. 5A, there are no relative clock drifts since it is the
same hub that controls the timing for frame transactions in
both allocation intervals. In FIGS. 5B and 5C, since the node
last synchronized to the hub at time SI,, ago, the hub’s clock
has drifted by D, toward the other allocation interval, and the
node’s clock has drifted by D, toward the other direction,
both relative to an ideal clock. In FIGS. 5D and 5E, since the
two nodes last synchronized to the hub at times SI,,;, and S,
ago, the nodes’ clocks have drifted by D,;, and D,, in oppo-
site directions, respectively. Between the times of the nodes’
last synchronization, the hub’s clock has also drifted by D, in
the same direction as the clock of the node that synchronized
with the hub later, all relative to an ideal clock.

Of the two neighboring allocation intervals, in case the
earlier one is provided for distributed guard time provisioning
and thus includes a nominal guard time GT,, as given in
Equation (3) at the end, the hub may deduct GT,, from GT,in
inserting a centralized guard time between the two intervals.
Further, if the earlier one is a scheduled uplink or polled
allocation interval provided to a node for distributed guard
time provisioning, the hub sets SI,, or SI,;, to SI, as given in
Equation (6) in computing GT_according to Equation (12) or
Equation (13).

On the other hand, in case the later one is a scheduled
downlink, bilink, or uplink allocation interval assigned to a
node requiring distributed guard time provisioning, the hub
treats such an interval as one assigned for centralized guard
time provisioning in inserting a centralized guard time
between the two intervals. Further, if such an interval is a
scheduled uplink allocation interval, the hub sets SIL,, or SI,,
to Sln as given in Equation (6) in computing GT_according to
Equation (12) or Equation (13), respectively.

5

10

20

25

30

35

40

45

50

55

60

65

8

Centralized Guard Time Compensation.

FIG. 6 illustrates centralized provisioning of guard times
for frame transmissions.

With reference to FIGS. 5A-E and FIG. 6, and with GT,
given in Equation (4), and GT, in Equation (11), Equation
(12), or Equation (13) as appropriate, the node and the hub
account for clock drifts in their frame transmission and recep-
tion as follows, where the node applies Equation (12) to
calculate GT,, for its reception time.

The hub commences its beacon transmission at the nomi-
nal start of the beacon.

The hub commences its transmission in the node’s next
scheduled downlink or bilink allocation interval at the nomi-
nal start of the interval, and ends its transmission in the
interval early enough such that the last transmission in the
interval completes by the nominal end of the interval.

The hub commences its transmission of the node’s next
future poll or post at the nominal start of the poll or post.

The hub commences its reception in the node’s next sched-
uled uplink allocation interval up to GT_-GT,, earlier than the
nominal start of the interval to account for pertinent clock
drifts since the node last synchronized with it.

The node commences its transmission in a scheduled
uplink allocation interval at the nominal start of the interval,
and ends its transmission in the interval early enough such
that the last transmission in the interval completes by the
nominal end of the interval.

The node commences its reception of the beacon up to
GT_-GT, earlier than the nominal start of the beacon to
account for pertinent clock drifts since it last synchronized
with the hub.

The node commences its reception in its next scheduled
downlink or bilink allocation interval up to GT -GT,, earlier
or later than the nominal start of the interval to account for
pertinent clock drifts since it last synchronized with the hub.

The node commences its reception of its next poll or post
up to GT_-GT, earlier than the nominal start of the poll or
post to account for pertinent clock drifts, where the node’s
last synchronization interval is measured up to the nominal
start of the poll or post.

Centralized Guard Time Allocation.

The node does not include clock drifts or guard times in the
scheduled allocation intervals it requests. The hub includes
2x(GT_~GT,) with GT_ given in Equation (12) in each ofthe
scheduled downlink or bilink allocation intervals it assigns to
the node. The hub also provisions at least a centralized guard
time GT, given in Equation (11), Equation (12), or Equation
(13) as appropriate, between two neighboring allocation
intervals, minus a nominal guard time GT,, given in Equation
(3) if the earlier one of the allocation intervals is provided to
a node requiring distributed guard time provisioning and
hence includes GT,, in the end, treating a beacon as an allo-
cation interval that does not include GT,,.

Clock Synchronization for Centralized Guard Time Provi-
sioning

The node synchronizes with the hub at least once within its
maximum synchronization interval SI,;as indicated in its last
transmitted Connection Request frame.

FIG. 7 illustrates a format of a frame payload 700 for a
Connection Request frame according to one embodiment. A
Connection Request frame containing a frame payload for-
matted as shown in FIG. 7 is transmitted by a node to request
creation or modification of a connection with a hub. The
Connection Request frame payload includes a Max Sync
Interval/Clock PPM field 701, a MAC Capability field 702,
and a Requested Wakeup Period field 703 among others.
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FIG. 8 illustrates a format of a Max Sync Interval/Clock
PPM field 701 according to one embodiment. The Max Sync
Interval/Clock PPM field 701 is present only if the node is
requiring centralized guard time provisioning as indicated in
a MAC Capability field 702 of the Connection Request frame.

Node Max Sync Interval field 801 is set to the length of the
node’s maximum synchronization interval over which this
node is to synchronize with its hub at least once. The Node
Max Sync Interval is set in units of a Requested Wakeup
Period field 703 value in the Connection Request frame. The
Node Max Sync Interval is set to zero to encode a value of 7
such units in one embodiment.

Node Clock PPM field 802 is set to the PPM of the node’s
MAC clock, which may be encoded according to Table 1 in
one embodiment.

TABLE 1

Field value in decimal Clock accuracy (ppm)

0 20
1 40
2 50
3 100
4 200
5 300
6 400
7 500

FIG. 9 illustrates a format of a MAC Capability field 702
according to one embodiment. MAC Capability field 702
includes a Guard Time Provisioning parameter 901. In one
embodiment, the Guard Time Provisioning field 901 may be
set as follows:

a) In frames sent by a node,

Guard Time Provisioning field 901 is set to one if the node
supports and requires centralized guard time provision-
ing, or

Guard Time Provisioning field 901 is set to zero if the node
supports and requires distributed guard time provision-
ing.

b) In frames sent by a hub, Guard Time Provisioning field

901 is reserved.

MAC Capability field 702 also includes a Node Always
Active/Hub Clock PPM parameter 902. The Node Always
Active/Hub Clock PPM field 902 may be set as follows in one
embodiment:

a) In frames sent by a node, the Node Always Active/Hub
Clock PPM field 902 is used as a Node Always Active field,
which is set to one if the node will be always in active state
(“always active”) ready to receive and transmit frames during
time intervals wherein polls and posts are allowed to be sent,
or is set to zero if the node will not be always in active state.

b) In frames sent by a hub, the Node Always Active/Hub
Clock PPM field 902 is used as a Hub Clock PPM field, which
is set to one if the hub has a clock with a minimum accuracy
of ppm=mHubClockPPMLimit/2, or is set to zero if the hub
has a «clock with a minimum accuracy of
ppm=mHubClockPPMLimit.

FIG. 10 is a block diagram illustrating a network topology
employing embodiments of the invention. Nodes 1001, 1002
and hubs 1003, 1004 are organized into logical sets, referred
to as networks. In the illustrated embodiment, there is only
one hub in a network, but the number of nodes in a network
may vary. For example, network A 1005 comprises hub 1003
and a plurality of nodes 1001, and network B 1006 comprises
hub 1004 and a plurality of nodes 1002. In one embodiment,
data is exchanged within the same network using clock syn-
chronization and guard time provisioning as described herein.
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10
The hubs 1003, 1004 and respective nodes 1001, 1002 may
communicate using a synchronization interval and guard
times negotiated during connection setup.

FIG. 11 is ablock diagram of an exemplary embodiment of
a device 1100 implementing embodiments of the invention.
Device 1100 may be used as a node 1001, 1002 and/or a hub
1003, 1004 in FIG. 10. In one embodiment, device 1100 is a
hub, gateway, or controller controlling and communicating
with one or more nodes or with other hubs using clock syn-
chronization and guard time provisioning. In another embodi-
ment, device 1100 is a node operating on, in, or around a
human or non-human body and communicating with a hub or
another node to service one or more applications, such as
medical services, consumer electronics, and personal enter-
tainment.

Processor 1101 processes data exchanged with other nodes
or hubs via transceiver 1102 and antenna 1103 and/or via
wired interface 1104 coupled to Internet or another network
1105. Processor 1101 may be a software, firmware, or hard-
ware based device or a combination thereof. Processor 1101
may also generate and process messages sent to, and received
from, another device, such as using clock synchronization
and guard time provisioning as described herein.

Memory 1106 may be used to store data packets, synchro-
nization intervals, guard times, and/or other parameters.
Memory 1106 may also be used to store computer program
instructions, software and firmware used by processor 1101.
It will be understood that memory 1106 may be any appli-
cable storage device, such as a fixed or removable RAM,
ROM, flash memory, or disc drive that is separate from or
integral to processor 1101.

Device 1100 may be coupled to other devices, such as user
interface 1107, sensors 1108, or other devices or equipment
1109. Device 1100 may be adapted to operate in a body area
network (BAN) either as a node or as a hub controlling a
plurality of nodes and coordinating with other hubs for coex-
istence. Sensors 1108 may be used, for example, to monitor
vital patient data, such as body temperature, heart rate, and
respiration. Equipment 1109 may be, for example, a monitor
or other device that receives and analyzes signals, such as a
patient’s temperature, heart rate, and respiration, from
another node. Alternatively, equipment 1109 may be a device
for providing a service to a patient, such as controlling an
intravenous drip, respirator, or pacemaker.

It will be understood that the networks 1005, 1006 in FIG.
10 and the device 1100 in FIG. 11 are presented for illustrative
purposes only and are not intended to limit the scope of the
systems or devices that are capable of employing clock syn-
chronization and guard time provisioning described herein.

Many of the functions described herein may be imple-
mented in hardware, software, and/or firmware, and/or any
combination thereof. When implemented in software, code
segments perform the necessary tasks or steps. The program
or code segments may be stored in a processor-readable,
computer-readable, or machine-readable medium. The pro-
cessor-readable, computer-readable, or machine-readable
medium may include any device or medium that can store or
transfer information. Examples of such a processor-readable
medium include an electronic circuit, a semiconductor
memory device, a flash memory, a ROM, an erasable ROM
(EROM), a floppy diskette, a compact disk, an optical disk, a
hard disk, a fiber optic medium, etc.

The software code segments may be stored in any volatile
or non-volatile storage device, such as a hard drive, flash
memory, solid state memory, optical disk, CD, DVD, com-
puter program product, or other memory device, that provides
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computer-readable or machine-readable storage for a proces-
sor or a middleware container service. In other embodiments,
the memory may be a virtualization of several physical stor-
age devices, wherein the physical storage devices are of the
same or different kinds. The code segments may be down-
loaded or transferred from storage to a processor or container
via an internal bus, another computer network, such as the
Internet or an intranet, or via other wired or wireless net-
works.

Many modifications and other embodiments of the inven-
tion will come to mind to one skilled in the art to which this
invention pertains having the benefit of the teachings pre-
sented in the foregoing descriptions, and the associated draw-
ings. Therefore, it is to be understood that the invention is not
to be limited to the specific embodiments disclosed. Although
specific terms are employed herein, they are used in a generic
and descriptive sense only and not for purposes of limitation.

What is claimed is:

1. A method performed in a device having a synchronized
clock using beacon or/and acknowledgement frames, com-
prising:

computing a centralized guard time by the device between

two neighboring allocation intervals or between a bea-
con transmission interval and a neighboring allocation
interval, the centralized guard time accounting for maxi-
mum clock drift during a nominal synchronization inter-
val;

computing a minimum guard time by the device, the mini-

mum guard time accounting for a receive-to-transmit or
transmit-to-receive turnaround time, a synchronization
error tolerance, and a timing uncertainty;

provisioning a guard time interval by the device between

two neighboring allocation intervals or between a bea-
con transmission interval and a neighboring allocation
interval, the guard time interval being at least as long as
the centralized guard time; and

transmitting one or more frames within an appropriate

guard time interval adjusted by commencing a beacon
transmission or reception.

2. The method of claim 1, wherein the device is a first
device further comprising:

Commencing the beacon transmission by the first device at

a nominal start of a second device’s next scheduled
downlink or bilink allocation interval, and ending trans-
mission in the interval such that a last transmission in the
interval completes by a nominal end of the interval.

3. The method of claim 1, further comprising:

commencing the beacon reception by the first device up to

the difference between the centralized guard time and
minimum guard time earlier than a nominal start of a
second device’s next scheduled uplink allocation inter-
val to account for clock drifts.
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4. The method of claim 1, further comprising:
computing the minimum guard time by summing up a
receive-to-transmit or transmit-to-receive turnaround
time, a synchronization error tolerance, and a timing
uncertainty.
5. The method of claim 1, further comprising:
when both of the neighboring allocation intervals are inter-
vals in which the first device controls frame transaction
timing, then the centralized guard time is the minimum
guard time.
6. A device, comprising:
a circuit for sending signals to and receiving signals from
another device, wherein a clock in the other device is
synchronized to a clock in the device using beacon
or/and acknowledgement frames received from the
device; and
a processor adapted to perform operations on the signals
sent to or received from the other device, the processor
operating to:
compute a centralized guard time by the device between
two neighboring allocation intervals or between a
beacon transmission interval and a neighboring allo-
cation interval, the centralized guard time accounting
for clock drift in the devices during a nominal syn-
chronization interval,

compute a minimum guard time by the device, the mini-
mum guard time accounting for a receive-to-transmit
or transmit-to-receive turnaround time, a synchroni-
zation error tolerance, and a timing uncertainty;

provision a guard time interval by the device between
two neighboring allocation intervals or between a
beacon transmission interval and a neighboring allo-
cation interval, the guard time interval being at least as
long as the centralized guard time; and

transmit one or more frames between the devices within
appropriate guard time interval adjusted by commenc-
ing a beacon transmission or reception.

7. The device of claim 6, the processor further operating to:

commence the beacon transmission by the device at a
nominal start of the other device’s next scheduled down-
link or bilink allocation interval, and ending transmis-
sion in the interval such that a last transmission in the
interval completes by a nominal end of the interval.

8. The device of claim 6, the processor further operating to:

commence the beacon reception by the device up to differ-
ence between the centralized guard time and minimum
guard time earlier than a nominal start of the other
device’s next scheduled uplink allocation interval to
account for clock drifts.

9. The device of claim 6, wherein the first device is a hub.
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